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3 Algoritmy a datové struktury

Požadavky

• Časová složitost algoritmů, složitost v nejhorš́ım a pr̊uměrném př́ıpadě.
• Tř́ıdy složitosti P a NP, převoditelnost, NP-úplnost.
• Metoda ,,rozděl a panuj” - aplikace a analýza složitosti.
• Binárńı vyhledávaćı stromy, vyvažováńı, haldy.
• Hašováńı.
• Sekvenčńı tř́ıděńı, porovnávaćı algoritmy, přihrádkové tř́ıděńı, tř́ıd́ıćı śıtě.
• Grafové algoritmy - prohledáváńı do hloubky a do š́ı̌rky, souvislost, topologické tř́ıděńı,
nejkratš́ı cesta, kostra grafu, toky v śıt́ıch.

• Tranzitivńı uzávěr.
• Algoritmy vyhledáváńı v textu.
• Algebraické algoritmy - DFT, Euklid̊uv algoritmus.
• Základy kryptografie, RSA, DES.
• Pravděpodobnostńı algoritmy - testováńı prvoč́ıselnosti.
• Aproximačńı algoritmy.

3.1 Metoda rozděl a panuj – aplikace a analýza složitosti

TODO: všechno

3.2 Základy kryptografie, RSA, DES

Základy kryptografie1

Definice (Kryptografický systém (!))
Prostor otevřených zpráv M , šifrovaných zpráv C, šifrovaćıch a dešifrovaćıch kĺıč̊u K a K ′.
Efektivńı generováńı kĺıč̊u G : N → K × K ′, šifrováńı E : M × K → C, dešifrováńı D :
C ×K ′ →M .

• Symetrické (sd́ılený kĺıč ke = kd) rychlé, krátké kĺıče, potreba menit klice a bezpecne si je
vymenit

• Asymetrické (veřejný kĺıč ke 6= kd) delsi klice a pomalejsi nez symetrické, neni potřeba
tajná výměna, neni potřeba tak často měnit kĺıče

Definice (Nahodné generátory)
Použ́ıvaj́ı se pro generováńı kĺıč̊u pro šifry (např RSA) a v proudových šifrách.

• HW zař́ızeńı často založená na jevech generuj́ıćıch statisticky náhodné ”šumové” signály,
např́ıklad z tepelného šumu polovodiče.

• SW jsou založeny na pozorováńı jev̊u v poč́ıtači z hlediska programu náhodných, často z
uživatelského vstupu (např. PuTTYgen použ́ıvá pro generováńı RSA kĺıče přej́ızděńı myš́ı).

• Pseudonáhodné jsou deterministické programy generuj́ıćı posloupnost č́ısel pokud možno
nerozlǐsitelnou od náhodné.

– př. kongruenčńı generátor: Xn+1 = (aXn + c)modm

– použ́ıvaj́ı se v proudových šifrách

1sestaveno podle vrazedneho zkouseni Jaghobem
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Definice (Hashovaci funkce)
Funkci h : U → {0, 1, . . . ,m− 1} nazýváme hašovaćı funkćı.2

Požadavky:

• Rovnoměrné a náhodné rozložeńı hodnot
• Odolnost na kolize (výpočetně složité naj́ıt pro x 6= x h(x) = h(y))
• Jednosměrná funkce (výpočetně složité naj́ıt y k x pro h(x) = y)
• Efektivńı algoritmus

Využit́ı: CRC (kontrolńı součet), ukládáńı hesel (MD5,SHA) ...

Definice (Model utocnika podle Doleva a Yao)

• Může źıskat libovolnou zprávu putuj́ıćı po śıti
• Je právoplatným uživatelem śıtě a tud́ıž může zahájit komunikaci s jiným uživatelem
• Může se stát př́ıjemcem zpráv kohokoliv
• Může zaśılat zprávy komukoliv zosobněńım se za jiného uživatele
• Neumi rozume resit NP-uplne problemy (ani slozitejsi)3

• Bez správného kĺıče nemůže nalézt zprávu k šifrované zprávě a nemůže vytvořit platnou
šifrovanou zprávu z dané zprávy, vše vzhledem k nějakému šifrovaćımu algoritmu

Definice (Cile utoku)

d̊uvěrnost dat uživatel může určit kdo má data vidět, a systém skutečně dovoĺı pracovat s daty
pouze povoleným uživatel̊um

celistvost dat možnost podstrčeńı falešných dat

dostupnost systému DoS (Denial of Service)

Př́ıklad
Ukazku pouziti nejakeho sifrovaciho protokolu (zvolil jsem kombinace symetricka sifra sifrovani,
asymetricka predani klicu k symetricke).

TODO

Definice (protokol Diffie-Hellman)

• Diffie-Hellman výmena kĺıcu je kryptografický protokol, který umožnuje navázat bezpecné
spojeńı. Pro bezpecné spojeńı je potreba si vymenit kĺıc k symetrické šifre pres ješte nez-
abezpecený kanál. Práve tento protokol to umožnuje aniž by byl kĺıc jednoduše poslán v
otevrené forme.

• Alice si vymysĺı velké prvoćıslo p, generátor g konečné grupy G = (Z∗p , ∙) a a ∈ [1, p − 1)
vypocte A pošle Bobovi [g,p,A], Bob vypocte B a pošle ho Alici oba si vypoćıtaj́ı K ⇒
muzou zacit symetricky sifrovanou komunikaci

• Puvodne nezabezpecoval autentifikaci ucastniku = nachylny k utoku man-in-the-middle.
Man-in-the-middle muze vytvorit komunikaci s dvema ruznymi Diffie-Hellman klici, jeden
s Alici a druhej s Bobem, a pak se tvarit jako Alice k Bobovi a obracene, treba pomoci
dekodovani a rekodovani zprav mezi nimi. Nejaka metoda autentifikace mezi temito osobami
je nutna.

• Problému nalezeńı ćısla a ze znalosti ga mod p se ŕıká problém diskrétńıho logaritmu. Tento
problém je stále považován za velmi obt́ıžný.

2viz otázku Hašováńı
3tzn. i slabš́ı: Nemůže odhadnout náhodné č́ıslo z dostatečně velkého prostoru
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Obrázek 1: D-H protokol

RSA (Rivest-Shamir-Adleman)

Asymetrická šifra (r̊uzné kĺıče pro šifrováńı a dešifrováńı), použitelná jako šifra s veřejným kĺıčem.
Kryptoschéma je založeno na Eulerove formuli.

Alice a Bob se verejne dohodnou na hranici N a chtej́ı si vymenovat tajné zprávy 0 ≤ m < N .
Inicializace:

1. vybrat dvě dostatečně velká prvoč́ısla p, q tak aby n = p ∙ q < N
2. Alice spoč́ıtá ϕ(n) = (p− 1) ∙ (q − 1)
(Eulerova funkce ϕ(n) je počet č́ısel menš́ıch než n, která jsou s n nesoudělná)

3. vybrat e takové, že 1 < e < ϕ(n) a e je nesoudělné s ϕ(n)
– dvojice (n, e) bude veřejný kĺıč (public key)

4. vybrat d tak, aby
d ∙ e ≡ 1 mod ϕ(n)

takové d lze naj́ıt rozš́ı̌reným euklidovým algoritmem
– dvojice (n, d) bude dešifrovaćı kĺıč (private key)

Šifrováńı:

1. Alice pośılá public key Bobovi (č́ısla n a e), nechává si private key

2. Bob chce Alici poslat zprávu m tak spoč́ıtá :

c = me mod n

3. Bob odešle c Alici

Dešifrováńı:

1. Alice přijala c

2. Spoč́ıtá:
m = cd mod n

Šifra (to, že to v̊ubec funguje, tedy, že m = (me)d) se oṕırá o několik netriviálńıch vět algebry...

• Pro reálné použit́ı ćısla približne 100 až 200 bitu. Kĺıc e voĺıme jako prvoćıslo vetš́ı než (p−1)
a (q–1). Hranice bezpecnosti pro modul n je N = 1024 bitu, rozumné 1500 bitu, lépe 2048

• Neńı známa metoda vedoućı k rozbit́ı tohoto algoritmu
• Slabost́ı je hypotetická možnost vytvorit elektronický podpis zprávy bez znalosti dešifrovaćıho
kĺıce na základe zachyceńı vhodných predchoźıch zašifrovaných zpráv.

• např́ıklad SSH protokol použ́ıvá RSA kĺıče
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3.3 Pravděpodobostńı algoritmy – testováńı prvoč́ıselnosti

Pravděpodobnostńı (náhodnostńı) algoritmy jsou nedeterministické algoritmy, které se snaž́ı naj́ıt
řešeńı rychleji nebo řešeńı těžko řešitelných problémů, často tzv. NP-úplných problémů. Pravděpodobnostńı
algoritmus se může náhodně rozhodovat mezi r̊uznými možnostmi jak pokračovat. Pro stejný
vstup může dávat takový algoritmus r̊uzné výsledky, které mohou být dokonce nesprávné. Mno-
hdy se tedy na daném vstupu spust́ı pravděpodobnostńı algoritmus v́ıcekrát, aby se s větš́ı
pravděpodobnost́ı dospělo ke správnému výsledku. [edit] Motivation
As a motivating example, consider the problem of finding an ’ a ’ in an array of n elements.
Input: An array of n elements, in which half are ’ a ’s and the other half are ’ b ’s.
Output: Find an ’ a ’ in the array.
We give two versions of the algorithm, one Las Vegas algorithm and one Monte Carlo algorithm.
Las Vegas algorithm:
¡source lang=”pascal”¿ findingALV (arrayA, n)begin
repeat Randomly select one element out of n elements. until ’a’ is found
end ¡/source¿
This algorithm succeeds with probability 1, but the running time is random and its expectation

is upper-bounded by Failed to parse (Missing texvc executable; please see math/README to
configure.): O(1) .
Monte Carlo algorithm: ¡source lang=”pascal”¿ findingAMC(arrayA, n)begin
i=1 repeat Randomly select one element out of n elements. i = i + 1 until i=k
end ¡/source¿ If an ’ a ’ is found, the algorithm succeeds, else the algorithm fails. After k times

execution, the probability of finding an ’ a ’ is:
Failed to parse (Missing texvc executable; please see math/README to configure.): Pr[find ’a’]=1-

(1/2)k

This algorithm does not guarantee success, but the run time is fixed. The selection is executed
exactly k times, therefore the runtime is Failed to parse (Missing texvc executable; please see
math/README to configure.): O(k) .
Randomized algorithms are particularly useful when faced with a malicious ”adversary” or

attacker who deliberately tries to feed a bad input to the algorithm (see worst-case complexity and
competitive analysis (online algorithm)) such as in the Prisoner’s dilemma. It is for this reason
that randomness is ubiquitous in cryptography. In cryptographic applications, pseudo-random
numbers cannot be used, since the adversary can predict them, making the algorithm effectively
deterministic. Therefore either a source of truly random numbers or a cryptographically secure
pseudo-random number generator is required. Another area in which randomness is inherent is
quantum computing.
In the example above, the Las Vegas algorithm always outputs the correct answer, but its

running time is a random variable. The Monte Carlo algorithm(related to the Monte Carlo method
for simulation) completes in a fixed amount of time (as a function of the input size), but allow a
small probability of error. Observe that any Las Vegas algorithm can be converted into a Monte
Carlo algorithm (via Markov’s inequality), by having it output an arbitrary, possibly incorrect
answer if it fails to complete within a specified time. Conversely, if an efficient verification procedure
exists to check whether an answer is correct, then a Monte Carlo algorithm can be converted into
a Las Vegas algorithm by running the Monte Carlo algorithm repeatedly till a correct answer is
obtained.
[edit] Varianty pravděpodobnostńıch algoritmů
* Výpočetńı strom je binárńı, v každém uzlu se provede hod minćı. * V každém výpočetńım

uzlu je definováno pravděpodobnostńı rozložeńı na hranách. * Na začátku se vybere náhodně
deterministický algoritmus, který provede výpočet.
Všechny tři varianty jsou ekvivalentńı. [edit] Poznámky
Pravděpodobnostńı algoritmy jsou většinou jednoduché, avšak analýza jejich časové složitosti

je často náročná.
http://en.wikipedia.org/wiki/Randomizedalgorithm[edit]prvoč́ıstelnost
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* http://cs.wikipedia.org/wiki/Miller* http://en.wikipedia.org/wiki/Miller* http://en.wikipedia.org/wiki/Compositenumber∗
http : //en.wikipedia.org/wiki/Witness

3.4 Aproximačńı algoritmy

NP-hard problems vary greatly in their approximability; some, such as the bin packing problem
(baleni batohu), can be approximated within any factor greater than 1 (such a family of approxi-
mation algorithms is often called a polynomial time approximation scheme or PTAS). Others are
impossible to approximate within any constant, or even polynomial factor unless P = NP, such as
the maximum clique problem (hledani maximalni kliky).
* http://en.wikipedia.org/wiki/Approximationalgorithm∗http : //en.wikipedia.org/wiki/Binpackingproblem
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